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Government of Ontario
The Government of Ontario is taking active steps to ensure that the benefit of research undertaken in Ontario universities, colleges, academic hospitals and research institutes through its funding programs is safeguarded to protect Ontario’s long-term economic security and interests against risks that could result in the loss or misuse of publicly funded knowledge.
The Ministry, in partnership with the Ministry of the Solicitor General, will undertake a review of proposals submitted to the competition to assess potential economic and/or geopolitical risks associated with the project and reserves the right to seek additional information to support the applicant’s responses. Results of this review may be shared with members of the Ontario Research Fund Advisory Board and others involved in the adjudication process and may impact funding decisions.
Institutions should assess applications submitted for funding for potential economic and/or geopolitical risks using existing institutional resources, policies, and processes to help researchers identify and mitigate economic and geopolitical risks. In addition, consider potential controversy or negative views that may result from any existing or planned association with all partners, including, private sector partners that may ultimately impact the reputation of Ontario.
Failure to disclose recent and/ongoing collaborations with foreign institutions and commercial entities or positions on various international committees and boards may impact funding decisions. 
Further considerations when assessing potential economic and/or geopolitical risks:
•         Could the results of your project be used to support activities in other countries with ethical standards different from Ontario e.g. such as, internal surveillance and repression?
•         Are there any dual-use (both military and non-military) applications to the research being undertaken?
•         Is any of the research likely to be subject to Canadian or other countries’ export license controls, particularly Ontario’s closest trading partners and allies?
Applicants to the Ontario Research Fund are required to complete the Mitigating Economic and Geopolitical Risk Checklist and submit it to the Ministry as part of their application.
Applicants and institutions should familiarize themselves with the materials and resources developed by the federal government in research security. 
Resources include:
•         Guidance on Conducting Open Source Due Diligence 
•         Research Security Training Courses 
•         Mitigating economic and/or geopolitical risks in sensitive research projects. A tool for university researchers. December 2019.
•         National Security Guidelines for Research Partnerships
•         Public Safety Canada: Safeguarding Science
•         Public Safety Canada: Building Security Awareness in the Academic Community
•         Cyber Security at home and in the Office
•         Controlled Goods Program Resources
•         A Guide to Canada’s Export Control List
•         Nuclear Non-proliferation Import and Export Control Regulations
Submitting the Mitigating Economic and Geopolitical Risk Checklist
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Submitting the Mitigating Economic and Geopolitical Risk Checklist
Applicants are required to complete the Mitigating Economic and Geopolitical Risk Checklist.
The Checklist should be signed by the Vice-President of Research or any other officer of the institutions with the authority to bind the institution.
The signed Checklist is to be submitted as part of the applicant’s complete application.
Freedom of Information and Protection of Privacy Act
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Freedom of Information and Protection of Privacy Act
The Ministry is subject to the Freedom of Information and Protection of Privacy Act, R.S.O. 1990 c. F.31, as amended (“FIPPA”). Any information provided to the Ministry in the Economic and Geopolitical Risk Mitigation Checklist may be subject to disclosure in accordance with the requirements of that Act or other laws.
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Mitigating Economic and Geopolitical Risk Checklist
For your proposed project, please indicate if you have undertaken the activities listed below. 
Building a Strong Project Team
Verified all team members’ professional history and assessed alignment with the research priorities for this project.
Assessed existing or potential conflicts of interest or affiliation that would impede collaboration with any team member.
Discussed and agreed on clear goals and measures of success for the project.
Discussed project risks internally and made a plan for their mitigation, involving external team members as appropriate.
Assessed whether the practices of your collaborator(s) and/or collaborating institution(s) are consistent with your institutions’ standards on ethics and research conduct.
Assess Non-Academic Partners
Ensured the motivations of all partners are clear and aligned with the goals of the research team, including any expectations about intellectual property.
Assessed if the partner’s governance structure is transparent and whether the ultimate beneficiary of their collaboration on your project is clear.
Assessed the reputational risk associated with involving the partner.
Explored if other academics have had positive experiences collaborating with this partner.
Assessed whether the practices and contributions of your partner(s) are consistent with the standards on ethics and research conduct at your own institution.
Cybersecurity and Data Management
Verified all team members have completed cyber hygiene and data management training.
Assessed if data management and cybersecurity measures needed to adequately protect research integrity are in place across all partners.
Focused on addressing divergent cybersecurity and data management practices and decided on a mutually acceptable approach to securing your research project.
If professional or personal international travel is expected during the project, agreed to a protocol for device management.
Review use of Research Findings
Agreed to a plan regarding how and when project details will be shared including through publications, conferences, teaching, mass media, social media and personal communications.
Assessed the potential value of any project-related IP and how to protect it. 
Ensured all collaborators and partners have agreed on how to handle IP. 
Discussed how restrictions on academic freedom or commercial interests may impact the research project and the communication of research results.
Ensured all collaborators and partners are comfortable with the likely uses of any research results.
Ensured all mechanisms exist that guarantee that any graduate students involved in the project are able to use the results to complete their studies.
International Travel
Reviewed government travel advisories and register travel to any countries associated with the research project.
Assessed any potential risks to team members in regard to human rights, particularly minority rights, in any country where travel is required for the project.
Reviewed your cyber hygiene before travel.
Reviewed the Travel security guide for university researchers and staff.
Potential Risk Identified and Risk Mitigation Plan
Provide information regarding any risks which you identified above. Explain what steps you have taken to identify, evaluate and measure these risks.
For each potential risk identified, outline the approach you are taking with your institution to develop a risk mitigation plan. In that plan, outline any specific actions that will be taken to reduce or remove the risk entirely, timelines for implementation, and how you plan to monitor effectiveness (maximum 10,000 characters).
Examples of Risk Mitigation Measures include, but are not limited to:
•         Training (research security, cyber security, and intellectual property training)
•         Guidance and best practices from Government of Canada departments and Ontario
•         Partnership agreements that include intellectual property and technology transfer clauses that address national security risks
•         Data management plan
•         Cyber security plan
•         Establishing access restrictions for partners and personnel to an “as needed” basis
•         Regular reporting to your institution on the implementation and effectiveness of the proposed risk mitigation measures
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Signature
For the signature, we accept e-signatures. The undersigned confirms that the Mitigating Economic and Geopolitical Risk Checklist and information provided, including the “not applicable” items accurately describe the research to be undertaken.
Authorized Signing Officer
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